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About API - Application Programming Interface

* An APl is a programmatic interface to data or some set of functionality

* Thanks to API’s it is possible to use the data or functionality behind it and
continue to build on it

* APl = a software building block




About API - Application Programming Interface

* Providers vs consumers

 when an APl is offered over a network, the service that offers the API is called the
“provider”

* the “consumer” of the APl is often a software application

* The consumer may outsource the requirement for data or functionality by
“calling” API’s
* billing
* identity
* storing
* image processing
all sort of (authentic) data sources



About API - Application Programming Interface

* Consumers can connect to an API of a provider and use it’s data or
functionality as long as the “technical contract” has been respected

e Consumers don’t need to know the technical details behind the
functionality

* API’s can be written in any possible programming language



Why are API's important ?

 Cost reduction by reusability: consumers don’t need to rewrite what already
exists!

* Complexity reduction: no more big, monolithic systems

* Decoupling: consumers and providers can continue to connect as long as
the technical contract is followed = ex. less impact in case of migrations

* Driver of innovation: new products raise, based on existing APl capability
* Stimulation of partnerships
* Stimulation of standardization



Shifting to an APl economy: the value chain
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Today the APl economy is a becoming a reality
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API’'s & Belgian eGovernment

API’s drive today's business processes in
Belgian eGovernment

* API’s are key in real-time information
sharing between partners
e publicinstitutions
* companies
* citizens
* With a strong focus on
* APl management
e standardization
* security



Example: CSAM authentication services

Strong

Weak

elD + PIN-code with
connected card reader

elD + PIN-code with
wireless card reader

SIM card with
PIN-code

CSAM

Security code

via mobile app, user-id
+ password /

Security code on paper
(paper token), user-id +
password
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User-id + password

Security code
via SMS, user-id +
password




Example: SocialSecurity.be portal services

The Social Security service platform was

created in 2009 to support managing \@’
business processes in - :"
* temporal/permanent employment - ' — convn

 unemployment A
» work related risks and insurances | -
e child benefits

* social assistance and benefits
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Example: realtime presence registration for construction

workers

@ CHECKIN AT WORK




Example: eHealth-platform

Public Federal institution founded in 2008
for facilitating well-organized, mutual
electronic service and information
exchange between all actors in health
care

The e-Health platform provides necessary
guarantees with regard to information 0 .
security, privacy protection and ’ f
professional secrecy
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eHealth: landscape
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eHealth: technical choices

Standardization

API
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eHealth: architecture

A—D and health care institutions

Patients, health care providers “

Software health
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eHealth-platform : basic services & API’s

Coordination of the
electronic processes

- Portal

(X Integrated user and
access management
system

Management of
loggings

0 i [ System for end-to-end
~ encryption

M eHealthBox

@ Timestamping
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Electronic information sharing: some figures

Belgian citizens’
Informed Consent

84 million

went digital Messages / year
via secure eHealthBox

Digital transactions annually

Gty

5 million / month -
PS P 3,5 million
'\' ~) ‘ Belgian patients with
? . Summary Electronic Health Records in
Q\Jv 200 million health vaults
14.000 4.800 electronic documents available

at hospitals and clinical labs 17
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API
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via
-Health website

Consents Evolution by Entry Type
via e

ive
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Global medical file & patient consent
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APl in health and social sector: some statistics and evolution

Q-Q-@ M2 social security
70

100+ APIs e 200+ APIs

* Most consumers are external (# 20,000-24,000) Consumers mostly internal applications/services (# 200-300)

* Peak load 2000-3000 req /s * Peak load 1000-1500 req /s
e 1.200M transactions / month e 300M transactions / month
1,400,000,000 350,000,000
1,200,000,000 300,000,000
1,000,000,000 250,000,000
800,000,000 200,000,000
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400,000,000 - 100,000,000
200,000,000 50,000,000
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Disclaimer: metrics listed since 2016 are for all ESB + gateway platforms. Migration to Axway APIM in progress since Q3 2018.

(eHealth currently 30% APIs migrated, Social Security gradually does onboarding on APIM for all new APIs and API evolutions) 19



AP| standards

* APl standards in eGovernment are based on industry standards and best
practices

* A pragmatic approach to designing RESTful APIs

 Collaborative effort organized in several workgroups
* REST API modelling
 security (OAuth)
 functional/business vocabularies (temporal, location, person, enterprises)

e REST style guide
e https://www.gcloud.belgium.be/rest/
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APl management

* Importance of good API

APl Manager management
API Portal il‘i * transparent migration of legacy
l .
‘m.‘.. """ _E “ ‘3‘ API&REfgisltraltion Se erceS
Applcation —mmE— [ o * ready for today's standards, but
Developers API Catalo
P ey supports our legacy as well
Administration
* from ESB-technology to APl gateway
R
Q < 5 || AP Gateway E  parallel platform
@ 0 € > i {e}g * zero-impact migration
<€ > S . .
- > o €<—># & -+ Fasterimplementation of new
ii - =l i —— services
axway > * flexible to extend and customize

* accelerates time-to-market



Different types of sharing & reuse

Infrastructure
* hard infrastructure

e soft infrastructure
_ gcloud

e platforms

Common vendor contracts
Important to know

what already exists
—> catalogues!

Federal ICT Community

Business

)
* knowledge & experiences (7)]
* business functionality ‘ -
* business data
* complete business services







Synergies - transformations

Cost
(£ Client)
A Lean

- Move onto your cost curve
- Cost Reduction Potential: 10-15%
- Improve utilisation
- Decrease non value added activities
- Reduce complexity

* Consolldation and standardisation
-
-

Move down the scale curve

Cost Reduction Potential: +10-20%
Foot print optimisation
Organisational restructuring

Process and systems standardisation
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Change the service model

Cost Reduction Potential: +20-30%
Change product offered/Policy change
Change location (e.g. offshore)

0 » Change the IT infrastructure (enabler)

0 1000 2000 3000 4000

Business Volume (Client Data)
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G-Cloud Portfolio

SOFTWARE - STANDARD COMPONENTS AND APPLICATIONS

BABELFED UCC SHAREPOINT REGISTER IT SERVICE MANAGEMENT
BASIC 0365
SHAREPOINT IWF
I""Eco'\"\mcTED ICOMMUNITY PLATFORM ICSANI AANMELDEN IINTELLIGENT WEB FORMS
IWEB CONTENT MANAGEMENT
PLATFORM - DEVELOPMENT AND SPECIALIZED TECHNICAL TOOLS
GREENSHIFT YELLOWSHIFT BLUE STACK DB
IOPEN SOURCE PAAS MICROSOFT PAAS IBM DB SERVICE PLATFORM
INFRASTRUCTURE - SERVICES ("SOFT" INFRA)
UCC EXCHANGE SHAD
Iucc VOICE/IM ON PREMISE SHARED DIRECTORY IARCH'VING
UCC EXCHANGE INTERNET ACCESS
Iucc CONTACT CENTER I0365 IPROTECTION IBACKUP
UCC MOBILE DEVICE
MANAGEMENT
INFRASTRUCTURE- FOUNDATION ("HARD" INFRA)
ICOMPUTE VIRTUAL MACHINE HOUSING FEDWAN ISTORAGE
ICOMPUTE HYPERVISOR IFEDMAN
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G-Cloud ROI

Total
40.000K€
33.837 K€
35.000 K€
29.487 K€ —
30.000 K€ —
25.000 K€
18.405 K€

20.000 K€

15.000 K€

10.000 K€ L3A3KE

3.696 K€
5.000K€ -
: 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

——— Forecast - - - - 11.169 K€
I Actuals 3.696 K€ 7.593 K€ 18.405K€E€ | 29.487KE | 22.668KE

Actuals +

B 3.696 K€ 7.593K€ 18.405K€ | 29.487KE | 33.837K€ - - - - -

Forecast
s Target MIN 620 K€ 4.203 KE 7.230K€ 10.346K€ | 14.050K€ | 15.690K€ | 16.746K€ | 17.803KE | 17.803K€ | 17.803K€
e Target MAX 673 KE 5.730K€ 11.539K€ | 16.903KE€ | 23.338KE€ | 25.707KE | 28.956KE€ | 30.373KE | 30.373KE | 30.373KE
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G-Cloud - reuse of contracts

250 M€

Purchase volume of common contracts  ,=ccccae=

200 M€

150 M€

100 M€

50 M€

0 M€
2014 2015 2016 2017 2018 2019

28
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G-Cloud IAAS/PAAS in numbers

4 datacenters
24 tenants
834 compute nodes
7843 virtual machines

8039 docker containers

G-Cloud laaS-Compute Service Types

(4}

A
Housing Baremetal Hypervisor Virtual Machine Container
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| 59 974wl 200 foTfills LI
towards synergies in the area of business
components

Stronger centrally coordinated
approach to offering platforms




Reuse of business components




About the initiative 4 &
-

P Initiative within the public social security institutions & Smals

¥ Purpose
Asynergy around (technical) business components
Aand thus save costs by avoiding multiple development of components

¥ Regardless of whether development takes place by
Athe institution's own ICT department
ASmals
Asubcontractors

¥ Creation of a competence center within Smals in order to
maximally integrate and support the reuse of business
components within Smals, its members, partners and domains in
which Smals is active




ReUse - Vision

Every stakeholder
can easily find the most
common reusable
elements in a
centralized catalogue

A culture

develops where
reuse is adopted and
the creation of
reusable products is
promoted,

L] |

CATALOG

PROCESSEN

MENTALITEITSWUZIGING

Processes

and tools are putin
place to identify,
register, implement,
monitor and measure
reuse throughout the
project lifecycle

Human
networks are
maintained and
developed on all levels
(CEQ’s, CIO’s, business
owners, business
analysts, architects) in
order to keep
maximum visibility on
reuse potential




Value

>

library framework  product API system

Offered “business” functionality




So... dare to share! 4 @
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How? with the new Software Reuse

Platform! Re
ns://www.ict-reuse.be

Use

htt

The software platform for smart makers Q m-

Accueil Catalogue Initiatives Contact
-

La plateforme de logiciels pour les développeurs malins

De plus en plus de services publics belges pratiquent la réutilisation de
composants existants. Rejoignez linitiative ReUse !
Consultez notre catalogue et apportez votre contribution.

+(1)7 Catalogue des logiciels réutilisables

Aaas : archivage électronique a
valeur probante

L'ONSS a m place sur le G-Cloud un
service mu darchivage
électronique : Archiving-as-a-Service
(AaS). Arnaud Hulstaert, chef de projet
et expert en la matiére, présente ce

succés.
£ savole plus sar cotte étude de cas n sarveir plus s cette étude de cas
En savoir plus sur cette étude de cas

0o ©



New project?
consult the
Software Reuse
Catalogue

The software platform for smart makers Q -

Accueil Catalogue Initiatives Contact
-

Catalogue des logiciels réutilisables

Smals et ses membres ont pour objectif de favoriser la réutilisation de
composants logiciels existants et encouragent le développement de
nouveaux composants réutilisables. Ce catalogue offre un apercu des
composants réutilisables existants.

Vous pouvez directement effectuer une recherche par mot-clé ou naviguer via la catégorie ci-
dessous.

Mots clés Rechercher

@3 sources authentiques

Composants liés & des bases de données de référence gérées par le propriétaire des données concernées.

Voir les composants liés

gcz Communication

Composants liés aux techniques qui permettent de communiquer, d'accéder aux sources d'information, de stocker, de manipuler, de produire et de
transmettre l'information.

Voir les composants liés

Interfaces

Composants liés a l'interaction entre les utilisateurs et les systémes.

Voir les composants liés

Gestion des utilisateurs et des accés

Composants liés a la gestion des habilitations des utilisateurs & accéder a un systéme d'information ou a une application.

Yoir les composants liés
@) sécurité

Composants liés a la protection de l'intégrité et de la confidentialité des informations stockées dans un systéme informatique.

= Gestion de dossiers

Composants liés au traitement de dossiers suivant la réglementation ou les procédures en vigueur.



Enrichir le catalogue

Vous avez un composant
réutilisable qui pourrait intéresser
d’autres institutions ?

Proposez-le-nous!

Share your success stories...and become anA =

ambassador for reuse!
https://lwww.ict-reuse.be

Comment participer ?

Participer a nos Recevoir la newsletter
événements

Vous aimeriez échanger au sujet Inscrivez-vous a la newsletter pour
de la réutilisation ? Des suivre 'actualité autour de la

événements sont réguliérement réutilisation.
organisés.

Inscrivez-vous ici !
Inscrivez-vous ici !

Repr

Partager votre expérience

Réutiliser un composant vous a
aidé a transformer un projet en
réussite ?

Faites-nous part de votre
expérience !



ROI of reuse y §

¥ You can only improve what you measure

P Reuse is embedded in the "project life cycle" of projects carried
out by Smals

¥ This makes it possible to compare the project cost without reuse
and with reuse and to calculate the ROI




ROI 2019 for projects carried out by ¢ a
-
Repr

23%

REUSABLE

10.000.000 €‘

REUSED



Challenges

* Use the power of the network of institutions
* Deal with interdependencies

* Focus on the essence, not on "bells and whistles"
* Deal with the (un)availability of (critical) services
* Strive for uniformity of technological solutions / use of site licenses
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Future opportunities — Government as a Platform (GAAS)

We live in a platform
economy:

* eBay, Amazon

* YouTube

* Google, Baidu

* Paypal, Alipay

* iOS, Android

* Airbnb, TripAdvisor
* Uber

* Linkedin, Glassdoor
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Future opportunities — Government as a Platform (GAAS)

* Governments still have many diverse and complex legacy systems and processes, too
many of them still operating in silos

* As a consequence, government often looks something like this

user
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Future opportunities — Moving to the platform model

* The real mark of success for government will be when government
establishes the baseline set of things that it absolutely needs to do and then
exposes a robust, rich set of service end points that will let people in the
private sector add value to that minimal “must do” set

* Then we can hit some real magic because we will get more and more
services for citizens with more and more ingenuity, without any procurement
at all because the government made it possible for people outside to build
interesting things
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Future opportunities — Moving to the platform model

* A platform provides essential technology infrastructure, including core applications that
demonstrate the potential of the platform

* The core platform provider enforces “rules of the road” (such as the open technical standards and
processes to be used) to ensure consistency, and that applications based on the platform will
work well together

THIS IS NEW

SERVICES

L pPILATEORMS

| L Ty YT K0 T 1 LA W |

LEGACY||AR 3LI#A']TIONS gcloud

INFRASTRUCTURE
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